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Installing the hardware KEY-MASTER

Mounting the wall mount bracket

g g g o G;;m . G;;m . %

oewr) & " &
Mark the six holes of the wall-mounting Remove the bracket to drill (6 mm drill bit
bracket on the wall. required) the two marked fixing holes on

the wall with a depth of 25 mm. Then insert
six plastic wall anchors.

Network
12vDe

Fix the wall-mounting bracket on the wall Put the 12VDC and network cable through
with six M5x30 screws. Also put the 12Vdc the hole in the cabinet, hang the cabinet
and network cable trough the provided on the wall mount and pull it down. Be
hole. careful you don’t crush the cables!

Mounting the KEY-MASTER Integra 10

Okey cover plate and
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KEY-MASTER

Mounting the KEY-MASTER Integra 4+
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Ancher the cabinet on the wall mount with 2 Connect the 8 wires on the back of the 4+

x M5x20 bolds. And connect the 12DC to the cover to the Net2 10 controller inputs.
Net2 10 controller. And the network cable to
the switch on the left side of the cabinet.

Insert now the 4+ cover plate and anchor it
with 6 x M5x20 bolds.

Emergency opening

For emergency opening put the emergency key into the keyslot on the side of the cabinet and
turn the key right the door will now open.
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. . KEY-MASTER
Software configuration

Paxton door controller

Configure the door controller
For full manual see Paxton manual NET2 APN-1006

The Net2 plus is configured using the Net2 Server Configuration Utility, by selecting the TCP/IP
nodes tab. Depending on the specific details of the Ethernet network, you may be able to detect
the Net2 plus, simply by clicking Detect. If this doesn't find it, then you will have to Click 'Add' and
enter the IP Address manually. The unit supports DHCP, which means that a DHCP server can
issue its IP address. Alternatively, the IP address can be manually entered. The recommended
method of obtaining an IP address is by DHCP. A reservation should be

27 Metz Server Configuration Utility
Generd | Dalabase | Wiggand TCPAP Modes INEI j Brido=s | HTML Renoits | Features | Diagnostics | Pricter Ootioes | Email | SMS |
—TCPJP node:
M amea I MAZ addrecs | T ppa | Fimnwana I - Add
[] no-0R-DROE-93.72 (0-0B-DB-0E 95372 Met2 Ethemret Inferlace 1.0 11.00)
["] D0-0B -DB-JE-55E 4 00-0B-DEOE-G5-B4  M=tZplus 1.03[1.00] Ll
D DO-0B D B0E-A2B5 00-06-D6-0E-45-65 Hetd plus 1.03[1.00) E| Aanars
~ o —
Detecl
selac
= Sekect Mone
Clizk. 'Detect’ to atometicaly find any TCPAP nodes on your neteerk.
Configurtion | P Address Canfigurstion | sdvanced|
Serid number 36323
IP Address | 1010 25 28 Fing
Dowrload events ra
Fimwaie vesion 1.03
MAL address 00-08-D6-DE-43463 Copy MAC addess 1o cipboard B
Interface mode i~ RS-232 f¥ B5-42R
Part rmber 10007
Update limware |
0r. Cancel Bpp
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KEY-MASTER

made in the DHCP server, to ensure that the same IP address is issued each time, should the unit
be reset. Consult your network administrator on detail of how to reserve IP addresses. The unit's
MAC address can be read from inside the plastic enclosure, and will be required by the Network
administrator to enter the reservation.

The list box, at the top of the TCP/IP nodes tab, will list all of the units that have either been found
or manually entered. There is a check box next to each entry, which allows each unitto be enabled
or disabled.

You can test that the units are responding, by selecting them and clicking the Ping button.

give the device an IP address

If the Ethernet network does not have a DHCP server, then the IP address must be set manually,
using the Net2 Server Configuration Utility. Select the IP address configuration tab. The network
administrator should be able to advise you on suitable values to use. Check the 'Use the
following IP address' button and enter the chosen address in the box. This will fix the IP address
of the interface.

2 Net? Server Configuration Utility 5

-Generall Databasel wiegand TCP/P Modes I M et2dir Eridge3| HTHML Feports | Features | Diagnostics .Printeertinnsl Emaill SMS I

— TCP/IP nodes

I arne | MAL address | Type | Firrmware | - Add |

1 00-0B-D6-0E-99-72 00-08-06-0E-99-72 Met? Ethemet Interface 1.04 [1.00)
[ 00-0B-D&-0E-25-B4 00-0B-DEDE-45B4  Met? plus 1.03(1.00) Delete |
1 00-0B-D6-0E-45-B5 00-0B-DE0E-45B5  Met? plus 1.03(1.00) B Rename |
Detect |
Select Al |
i Select Hone |

Click 'Detect’ to automatically find any TCP/AAP nodes on pour network,

Configuration P Address Configuration | Advancedl

You can get an [P address azzigned autoratically if your network supports thiz capability. Othenwize you need to azk
your nebwark, adminiztrator for an [P address.

{~ Obtain an IP address automatically (use DHCP)
+ ilse the following IP address

Mew IF address I 10 .10 . 25 .29 Firg |

Subnet mazk [optional] |255.255.D.D LI

Drefault gateway [optional) I

Cancel
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Naming TCP/IP Ethernet interfaces KEY-MASTER

The rename button can be used to give an interface a meaningful name in the system. This can
be especially useful when more than one interface is used, as the name will appear in the doors
screen within Net2 showing which ACU's are connected to which data line, helping in any future
fault finding process.

Advanced tab of config utility

Network latency can be amended for sites with slow or busy TCP/IP networks. The advanced
options should only be changed following advice from Paxton Technical Support

VLAN recommended

On sites with high levels of broadcast traffic (CCTV, etc) this option is highly recommended and
should be implemented wherever possible. VLAN's allow administrators to set up their
networks by logically grouping devices. IP addresses, subnet masks, and local network
protocols require fewer local server resources in this environment. Services can be more
effectively deployed when they span buildings within a single VLAN. See also: AN1085 -
Recommendations for using Net2 with LAN and WAN networks. < http://paxton.info/970 >

Connection over a Wide-Area Network (WAN)

If you are connecting the interface to a WAN or to a network with a different subnet, you must
first fix the remote IP address, subnet mask and return gateway in the unit before taking it to the
remote site.

The PC that has the Net2 server installed must be able to access the IP address range on the
WAN\remote site. This may require the routers and gateways to be configured between the
networks. Again, this would be done by the .T\Network administrator of that site.

Once installed, use the Add button to create a record in the nodes table (if none was created
during initial set-up) and you should then be able to detect its MAC by entering the IP address in
the Configuration screen Ping box.

Connecting to the PC directly

The Net2 plus unit can be connected to the PC via a standard network patch cable.

Troubleshooting

ice now shows 'Not Responding', check the IP address
If it is not, you should either change the
are both again in the same range.

If you detect the MA

peed to check that the
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Configure the door KEY-MASTER

Configure the reader and door like the settings below

' PAXTON - Net2 Toegangscontrole

B

'V Net2 Toegangscontrole

Gebeurtenissen
& Gebrukers
§l Autorisaties
@ Tidschems's
= @ Deuren
B Bl Key-Master integra 4«
i ntegra e+
§ Acussosses
B U voMedues
) integra 4+10
B Triggers en acties
® “c Camera's
®. Plattegronden
% Rapporten
I Net2 systesmbeheerders

Onigrendel de deur nadat een geldige gebruiker toegang gekregen hesft
(] Stills werking

Schakel elais 2 gedurende Honit toegang

o x
Gm‘yAfﬂrukkenammw imﬁmlimmvlcrmm._
ACU serienummer: 08270344
Dew naam Integra 4+ Uitvoeren
Dew gioep Key-Master Integra 4+ Annuleren
Dew openingstid 5=
AL, | S Deur openen

Open deur automatisch geduiende Moait toegang

Identificeren

() Tid gestuurde mode - Ditis mogelik voor diverse lezers gecuwiende een gesslecteerd lidschema
Gedurende it fidschema 24wt/ 7 dagen

Deze lezer 2al werken als: €3 Niet actief

Deeur actis - Wat wil u dat er gsheurt als er een geldige kaart of pin is aangeboden.

Felais 1 schakelt gedurende deur operinastid

Net2 acties
i Deur openen
) Uitloggen

Net2 details

Integra 4+

Net2 documentatie

[Terer1] Lezer2] Alam]| | Integratie met | Integratie met | |
Lezer detals
Haam lezzt Integra 4+ Ir]
Type lezer [Parton lezer =
Type keypad Geen -
Kaat data farmast Standaard Nieuw formact
Wetkingsmadus
Lezer werkingsmode: | EZEnkel kaar
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Paxton I/O controller (Only for Integra 4+) KEY-MASTER

For full manual see Paxton manual NET2 APN-1066

Configure the 10 controller

If you detect the MAC address but the device now shows 'Not Responding’, check the IP address
to make sure it is still in range with the PC or network. If it is not, you should either change the
PC's IP address or the Ethernet interface's IP address so they are both again in the same range.
Our Technical team can talk you through this if you need help.

If the MAC address does not appear when you click 'Detect' then you will need to check that the
following ports are open:-

6480 | TCP
6481 UDP
6482 UDP
6483 UDP

Detect - This will automatically detect all I/O boards on the local network.
Identify - Identifies an I/O board by sounding its on-board sounder.
Remove - Deletes an /0O board.

The main display lists I/0 boards on the network, displaying a green tick if communicating with it,
the name of each board, the MAC address and IP address. Place a check in the box of the I/0
boards that you wish to communicate with and Apply. Double clicking on a board will display its
settings. The boards name can be amended, and any changes need to be applied to save.

A reservation should be made in the DHCP server, to ensure that the same IP address is issued
each time, should the unit be reset. (Fixed IP) Consult your network administrator on detail of how
to reserve IP addresses.

Each I/0 board has four inputs and outputs; these can be edited in the relevant Inputs and
Outputs tabs. By double clicking on the name this will allow you to change the name to give it
meaning. e.g. Window contact.

The current settings of the I/0 board are displayed in the table.
5 Control EI

Paxton Access Ltd - MNet2 &

MNew uzer -

&3 Net? Access Contial 1stfloor
t:l Events 10 Board IP Configuration | Inputsl Fiela_l,lsl
8 Users
U Access levels Mame st floar
% Timezones L Use DHCP [l
D =
[ Doors P ddress 1010 255, 72
B sreas
“0 Anti-passback Subnet 265.2686. 0 . 0 w
= Bl 10 Boards Gateway 10.10. 3 . 22
1st floar .
E S i Infaormation Item [ Detail |
el oot Status configure
Bl 3rd floor MAC Address 00-0B-DE-OF-BE-B2
E Ground Floor - Use DHCP Mo
= IP Address 10.10.255.72
Subnet 255.286.0.0
Met2 actions kS G ateway 1010322
Wersion 1.2.0009
E Identify 10 board
= Log off
Met2 details 2
1st floor
Met? documentation ¥

| System enginesr
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KEY-MASTER

If you wish to connect to an I/0 board which is located on the far side of a router it will not
automatically be detected, you will need to enter the IP settings manually.

Add the board by clicking Manually add I/0 board in the Net2 actions menu. Enter the MAC
address printed on the board, followed by the IP address, Subnet and Gateway.

Detection of the I/O boards
Select 'l/O boards' in the left hand tree diagram.

& He:2 Becess Conlral
2 Evenkx Mame WAL A ddress IF & ddiess Weraom Shetis
m B Uasere
= 'i Aoz evels
= * Tinezone:
H i Dioors
= & 10 Boad:
I Trigoeis and soticns
= ) Fepats
?'? MNel2 cperebors

Met2 actbons *

[ metscr 10 boards
Bl Manually add IO board

# Log off

Het2 details ®

I0 Boards

Net2 documentation * 4 1 ¥

Detect - Clicking on this button will detect all I/0 boards on the local network.

Identify - Clicking this button will cause the on-board sounder to 'beep’ helping to locate this I/0
board.

Reset - Clicking on this button will return the user settings to the factory default values.

Remove - Deletes an I/O board from the list.

Replace - This feature will enable an I/0 board to be easily replaced. Once the new I/0 board is
online, a wizard will copy all the settings from the old unit into the new I/0 board.

ol Mew uzer -

Open door

@ Timeshest -

& Find user

10 Boards
Mame MAC Address IP Address Wersion Statuz
10 Board 000BDEOFDETR 00-0B-DE-OF-DE-1B 10.10.255.48 0.00.000 Iz not configured

.d Met2 Access Control
E:l Events

& Users

U8 sccess levels

Y Timezanes

i Doors

E 10 Boards

? Triggers and Actions

P
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KEY-MASTER

S New2 Acosss Cortral
_'; Everts
i 8 Usens
_r evals Neme 1/0 Board - Main Gae
" E Time2ores £ UmDHCP el
= Docee o {
= B 10Boad: P Addiess 5.3 r 71 ,j
410 B0s Man Gate Subnet ELSR PRI
7 Trigger and Aticre Gabassey 0.0.0.0
= 9 Repcm ~ | Inlometion “ltam | Datai |
Stauz Cerfigured
Mar Addacs: 08-DEF.DE1B
Net2 actions & lze DHCP Ha
IP &ddress 1070.2548
@ “"";;V IS et Subnel 25525500
. Log Galeway 000.0
Yerson 1.20025
Net2 details £
I/0 Board - Main Gate
Net2 documentation ¥
[y ] [P

Double click on an entry and it will bring up its configuration screen. The name can be changed
as required and then click Apply.

To ensure that the I/0 board always has the same IP address, it is recommended that you obtain
a fixed/ reserved IP address from the network administrator.

Uncheck the DHCP option and enter the IP address in the text boxes using the ' . ' to move
between fields.

Click Apply. The I/0O board will store and use this new fixed address.

Net2 details

Net2 documentation

»

1/0 Board - Main Gate

89 He2 fsoess Corol - LI |
£= Events 10 Bosed 1P Corfigration | Inpubs | Aeleys |
= 81 Uiz
3 Y Ancees kwvek Name 10 Board - Main Gats
@ e Timsecrss = UseDHCP
G| Doors
ol i IF drkbesz T0.10 .254. B
% §1/0 Bowd- Man Gate Subnal 285.255, 0,0
o Triggees and Actioe: LR | ety Doz B
@ X3 Repers T Iromatin Tiem [ Detail T
Stahs Conligred
actio MAL Sddecs 00-0e-06-0F-DE1B
=t & Use DHCP Ho
ldantify 10 board P Adess 10102548
4 :’ : Subeal 266.25.0.0
& 90 Galeway 0000
Yerzion

| [ denity | [ Resmt |
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“MASTER
5 | Enter 10 Board 3ettings El@
If pou wish lo cannect to an [0 Board which iz located om
the _Far side of arouter, then you nesd ta enber the [P
‘H MNet2 Access Codtral eding kel
:;l- Eventz M arne
83 Users " 1/0 Board MAC Addiess |
U1 Access leves
. IP &
* Timezones D=3 o.o.0.0
[ pows Subniet 255.255.0.0 -
= F e ——
)
I/ Detect I0 boards Gatewsy o.0.0.0
o NI
Manually add IO board I 0F, ” o |
1

Fill in the fields and click OK to create an entry in the I/O table. The MAC is entered as 12
characters with no spaces.

Click on Detect and the unit should display a tick to show it is responding.

If you detect the MAC address but the device now shows 'Not Responding', you must check the
IP address, to make sure it is still in range with the PC or network. If it is not, you should either
change the PC's IP address or the I/0 board's IP address so they are both again in the same range.
Our Technical team can talk you through this if you need help.

If the MAC address does not appear when you click Detect, ensure that the following ports are
open on all devices between this unit and the Net2 PC:-

6480 | TCP 6482 | UDP
6481 UDP 6483 | UDP

Configure the inputs

Once the IO module is connected you can give the input meaning full names. These names are
imported because it is what you will find in the log.

Edras Opties Hep

ATeg - oot - | O Vemmuwen | < Atiier (L Zoskeenosbruker [ Baneer dauren | (i teuwe gebruer - | (3 Tmeshect - | ([ R

- Integra 4+ 10
Gebeurtenissen 140 modude P Corfiguratie Ingangen | Uitgangen|
B Getrukers
§ Avorisates Histonder vind u de ngangen van deze 140 modl
Dubbel klk op d nsam van de ingang om deze te benosmen, voorbeeld Nooddeur lnks achier’

¥ Net2 Toegangseontro)

© Tidschema's
o @ Deuren [Naam | Lokale index 170 Module [ Toggle I
£ @ Key-Master ntegra 4+ Key1 1 Integia 4+ 10 Geen
@ ntegrass Key2 2 Integria Gy
i Acussosses Key3 3 Integiad+ 10 Geen
Inteara 410
& ) 10 Modules
(b ntegra 2= 10
B Triggers en acties
e G
® Plattegronden
= Rapporten
£ Net2 systeembeheerders

Net2 acties A
() 1dentificeren 1/O module
& Uitloggen

Net2 details 2

Integra 4+ IO

Net2 documentatie ¥
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KEY-MASTER

Checking the log

When everything is configured you can see the door openings in the log and with a Integra 4+ it
is also possible to see if the key is returned or taken by the user who has opened the door.

e o e | o o g [ soersesen| (e g - | © e | ([
=
V' Net2 Toegangscontrole: Gebeurtenissen Pyl
[ Datum/Tid | iebriker [kaatrummer  [waar | Gebeurtenis |Detals [
@ a/29/2024 1:21:34 M Integra d+10 Ingang geapend Key3
£ Autorisaties @ a/29/2024 1:21:33PM Inteara 4+10 Ingang geopend Key4
© Tisschenas =0 4/23/2024 1:21:27 PM Mini Sleutelkast 20233945 Kepaster Integra d+ - Iniegra 4+ Toegang verleend - mel kaatt
5 @l Deuren @ a/29/2024 1:21:22PM Integra d+10 Ingang gesloten Key3
B Bl Keyastor ntegra 4+ @ a/29/2004 1:21:20PM Integra 4+10 Ingang gesloten Kep1
il integra 4+ © 4292024 1.21:19PM Integra 4+ 10 Ingang gesloten Kep2
ACU'8303845 @ a/29/2024 1:21:13PM Key-Master Integra 4+ - Integra 4+ Deur gssloten
2 O 1o osues @ a/29/2024 1:21:17 M Integra 4+10 Ingang geopend Kep2
O meg a0 @ 4/29/2024 1:21:16 P Integra d+10 Ingang geapend Kep1
i Triggers en acfies @ a/29/2024 1:21:15PM Irtegra 4+ 10 Ingang geopend Key3
@© a/23/2024 1:21:14 P Integia 4+10 Ingang gesloten Key2
@ a/29/2024 1:21:11 P Integra d+10 Ingang geapend Kep1
® I Rapporien @ a/29/2024 1:21:11 P Irtegra 4+ 10 Ingang gesloten Key1
ol Net2 systeemoehezrders @ 4/29/2024 1:21:11 PM Integra 4+ 10 Ingang gesloten Kep1
@ a/29/2024 1:21:08 P Integra d+10 Ingang gesloten Key3
@ a/29/2024 1:21:07 M Integra4+10 Ingang gesloten Keyd
@© 4/23/2024 1:21:065 P Integia 4+10 Ingang geopend Key 4
@ a/29/2024 1:21:04 P Integra d+10 Ingang geapend Key3
@ a/29/2024 1:21:03PM Integra 4+ 10 Ingang gzapend Key2
@© a/23/2024 1:21:02 P Integia 4+10 Ingang geopend Key1
@ a/29/2024 1:21:01 P Integra d+10 Ingang gesloten Key3
@ a/29/204 1:2059 M Integra 4+ 10 Ingang gesloten Kepd
@ 4/29/2024 12057 PW Integra d+10 Ingang gesloten Kep2
@ a/29/2024 1:2054 PH Integra d+10 Ingang gesloten Key1
@ a/29/2024 1:2053 M Integra 4+ 10 Ingang gzapend Key1
@ 4/29/2024 1:2051 PM Integra d+10 Ingang geapend Kep2
@ a/29/2024 1:2050 P Integra d+10 Ingang geapend Key3
@ a/29/2024 1:20:49 PM Integra 4+ 10 Ingang gzapend Kepd
@ 4/29/2024 1:2044 P Integra d+10 Ingang gesloten Kep2
@ a/29/2004 1:20:42PM Integra4+10 Ingang gesloten Key 1
@ a/29/2024 1:20:39 PM Integra 4+ 10 Ingang gesloten Key3
D) 44232024 1:20.36 PM Integra d+10 Ingang gesloten Kepd
" | © ae2m4 1203 PM Integra4+10 Ingang gespend Keyd
e 5| @ asimas 1203z em Integra 4+10 ngang geopend Key3
& Uitloggen © 4/29/2024 12032 PM Integra d+10 Ingang geapend Kep2
@ a/29/2024 1:20:31 P Integra4+10 Ingang gespend Key 1
= & | @ 2232024 12031 M KeyMaster Integra 4+ - Integra 4+ Deur open gelaten
ne2 SO % |® avesrznes v:2028PM Integra d+10 Ingang gesloten Key1
Gebeurtenissen @ 472972004 1:20:27 PM Integra4+10 Ingang gesloten Key2
@ a/23/2024 1:20:25 P Integia 4+10 Ingang gesloten Key3
- o |© asr2004 12023PM Integra d+10 Ingang gesloten Keyd
@ a/29/2024 1:2021 P Integra 4+ 10 Ingang gzapend Kepd
@ a/23/2024 1:20.20 P Integia 4+10 Ingang geopend Key3

| De Saedsler, Nik | 1047 ltems | Paston
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